The next consumer
IS a privacy expert

@ REA Group



Choose what remains unknown
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Where things can go wrong

Security

Kept safe

Privacy

Personal info
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Collecting and what Keep it safe but available
you do with it to those who need it

Source : https://www.cbts.com/blog/information-privacy-is-not-the-same-thing-as-information-security/
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Why not share?
Financial position
Sexuval preferences
Health
Criminal record
Ethnicity

Source: https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/what-is-personal-information



At least

650,000
data points

Australians for Sale
tising, Data Brokering,

and Consumer Manipulation

Targeted Adver

Source: https://au.reset.tech/uploads/Reset.Tech-Report-Australians-for-Sale-2023.pdf
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Case Study - Cost of living in Australia

Data segments about Australians experiencing

financial stress

The Xandr File noted multiple ways individuals experiencing financial stress are

routinely identified by data brokers, and their data is packaged up and sold in ways

that enable them to be targeted by advertising.

These include the following (and data about income more generally):

Original segment name

People who are heavy
credit card users

Eyeota — AU Roy Morgan — Finance — Heavy Credit
Card Users

People who have high
credit demand

Eyeota — MiQ — AU Experian — Credit and Financial
— Credit Demand — High

People who have very
high credit demand

Eyeota — MiQ — AU Experian — Credit and Financial
— Credit Demand — Very High

People who have been
assessed as high credit
risks

Eyeota— MiQ — AU Experian — Financial Intent —
Credit Cards — High Risk

People who have been
assessed as high credit
risks

Eyeota — MiQ — AU Experian — Credit and Financial
— Credit Risk Insight — High

People with a
Christmas gift budget
of $50-$99

Eyeota — MiQ — AU Experian — Digital Audiences
— Retail — Christmas — Gift Budget — $50-$99

]

Source: https://au.reset.tech/uploads/Reset.Tech-Report-Australians-for-Sale-2023.pdf



Case Study - Cost of living in Australia

Data segments about Australians experiencing

financial stress

-— o o= o

People experiencing
financial distress

Eyeota — AU RDA Research — Household Economics
— Intent — Financial Indicators — Financial Distress

People in a ‘low
income’ category

Mobilewalla — Australia — General Demography —
Low Income

—

Source: https://au.reset.tech/uploads/Reset.Tech-Report-Australians-for-Sale-2023.pdf



Case Study - Cost of living in Australia

Data segments about Australians experiencing

financial stress

e |

- Targeted by...

 Paydaylenders

* High risk financial products

* Online gambling

People experiencing
financial distress

Eyeota — AU RDA Research — Household Economics
— Intent — Financial Indicators — Financial Distress

People in a ‘low
income’ category

Mobilewalla — Australia — General Demography —
Low Income

Source: https://au.reset.tech/uploads/Reset.Tech-Report-Australians-for-Sale-2023.pdf



privacy awakening




Australian Government

1980s

Australian
Privacy Act
of 1988

1991
The first website
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2010s

2020s



Facebook 2005 Original iPhone 2007
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Australian Privacy Principles — asummary for APP entities

APP 1 — Open and transparent management of personal APP 9 — Adoption, use or disclosure of government related
information identifiers

i e A
i government related identifir of an individual as its own identifier, or use
AP privacy policy. o disclose a government related identifier of an individual.

A APP 2 — Anonymity and pseudonymity APP 10 — Quality of personal information
D i it 1 P Requires APP entites to give indviduals the option of not identifying An

gital Platforms e Lt s o e Y bt
In qui APP3 — Collection of solcited personal information

accurate, up to dat
the use or disclosure.

i Itapplies higher standards to the collection of ‘sensitive’information.
APP 11 — Security of personal information

Final Report  a APP 4 — Dealing with un: ted personal information o
Outlines how i
disc de-identi
APP 5 — Notificati ion of linformatie v
dines wh entity that
APP 12 — Access to personal information
SLED) APP 6 — Use or disclosure of personal information /6 tsto beghen
n y may use or disclose 5 4
personal information that it holds.
APP 7 — Direct marketing APP 13 — Correction of personal information
Outlines an APP entity's obigations in elation o correcting the personal
marketing purposes if certain conditions are met. information it holds about individuals

APP 8 — Cross-border disclosure of personal information

\ belore itis disclosed overseas.

www.oaic.gov.au

Cambridge Analytica Scandal ACCC Digital Platforms Inquiry Australian Privacy Principles

1980s 1990s 2000s 2010s 2020s



Support the Guardian
Fund independent journalism with $5 per month

News Opinion Sport Culture

Australia World AU politics Environment Climate crisis

Lifestyle

Victoria © This article is more than 1 year old

Melbourne real estate agency data

More

breach leaves details of renters and

landlords exnosed
‘Data breach waiting to happen’: Warning for real

estate agents and renters on personal info requests

Tavr Razaghi
October 20,2022 - 1000am Qsme s A A

A

Yearsafwork and rntal istory,ban K AL
checks, social media profiles and pet r Product reviews + Topics v

Media
prospective renters have to provide to

Consumers and data / Data collection and use / How your data is used /

Experts have raised concerns about th

RentTech platforms have your data, whether
you like it or not

The privacy policies of popular rental platforms raise questions
about what the providers are doing with your personal data.

Real estate has not been
immune from scrutiny

2021 2022

Gl'!rhe .

Indigenous Australia Immigration Media Business Science Tech Podcasts Newsletters

. e

Campaigns Aboutus

$50 million or
30% of turnover
in the period;
whichever is
higher

Fines increased

2023
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Australian Government

Goyernment Response
Privacy Act Review Report

ACHIEVING A JUST AN

SEPTEMBER 2023

116 proposal for change...

Shelved

Agreed

68

. Courtesy
Agreedin REA Group
principle legal team

This is not legal advice
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option Do Nothing
“Privacy is only
objection somethlpg that big
companies need to
worry about”

Fact - the recommendation is to
fact level the playing between all
Australian companies

Wait and See

“Everyone willbe in
the same boat...so |
have time”

Fact - many Australian
businesses trade overseas
and already comply with
international law

Fingers Crossed

“It will get pushed
back again”

89% of Australians want the
government to provide more
legislation in this area *

~Source : https://www.oaic.gov.au/engage-with-us/research-and-training-resources/research/australian-community-attitudes-to-privacy-survey/australian-community-attitudes-to-privacy-survey-2023



Turning their back
on businesses now



Deloitte.

Data. Whose responsibility is it anyway?
Deloitte Australia Privacy Index 2023

Source - https://www.deloitte.com/au/en/services/risk-advisory/analysis/deloitte-australian-privacy-index.html

Already shaping decisions...

5% 5%

haven't bought a product
because they weren't of under 35s have pro-

comfortable sharing the actively left a provider
personal information asked for after a data breach
by an organisation




Deloitte Australia Privacy Index 2023

Who do consumers trust
most with their data?

We asked consumers which industries they trust to
handle their personal information responsibly.

The results were aggregated across industry sectors,
giving each sector a net negative or positive trust score.

Source - https://www.deloitte.com/au/en/services/risk-advisory/analysis/deloitte-australian-privacy-index.html



Deloitte Australia Privacy Index 2023

Who do consumers trust Responsible data handling consumer rankings
most with their data?

Government
We asked consumers which industries they trust to -+ Most trusted
handle their personal information responsibly.

111
[—3
The results were aggregated across industry sectors,

giving each sector a net negative or positive trust score.

Telecommunication & media

Source - https://www.deloitte.com/au/en/ ices/risk-advisory/analysis/deloitte-australian-privacy-index.html




Consumers are showing their interest in more ways

@ realestate.com.au

PIPPINGHALL

= 15.4% increase > %
oQ in views per listing YoY 122 Smith Street,

Greenville, 3121

=N 36% increase
H in saved Buy
inspections YoY

83 92 82 House

4.3% increase $1150,000

in total inspections YoY R et prioavkie

6.1% increase
in saved properties YoY

21% increase

in buy enquiries YoY

17.9% growth

in Seller Leads YoY

First Home Loan Deposit Scheme

Are you eligible for the scheme?

’ 47 (23 reviews)
04lls28615

Jenny Houston
T * 4506 reviews) )
0416538715

Source: REA Internal Data, Sept-22 - Nov-22 vs. Sept-23 - Nov-23



But what about...

z
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The privacy equation

Trust

Transparency Control : )
in the privacy era







Transparency

@ REA Group




Say what you do...
then do what you say



Source: https://nordvpn.com/blog/privacy-policy-study-us/

Reading time of privacy policies of
websites people visit in a month,
and possible earnings

South Korea
Japan
Malaysia
Mexico
Spain
Taiwan
Hong Kong
Singapore
Brazil
Canada
Sweden
The Netherlands
Australia
us

Italy

Poland
France

UK

Germany

Hours per month

31.4
35.0
38.0
38.0
38.3
38.7
391

39.5

895

43.2
46.2

46.6

49.2
49.2
52.3

70.5

Cost in local minimum
wage (US$)

$316.74
$272.08
$66.15
$4715
$32113
$222.75
$187.56
$182.85
$54.94
$479.46
$416.07
$569.59
$693.38
$338.14
$332.62
$283.71
$614.94
$745.82

$845.87

N NordvPN



Source: https://nordvpn.com/blog/privacy-policy-study-us/

Reading time of privacy policies of
websites people visit in a month,
and possible earnings

Hours per month  Cost in local minimum
wage (US$)

13. Australia 46.2 $693.38



When done right, transparency + control have a positive impact

Overall impact on relationship
with company, Net score

87

See a positive
impact on their
relationship with
the company

How relationship with company would change, % agree

Trust company more

49%

Prefer company over others

43%

Support company more

37%

Tell others about company

31%

Pay more to shop with company

15%

POV Survey: Let’s say you're visiting the website of a company that you've shopped with before. They have a new feature where they clearly lay out everything that will
be done with your data - how it's collected, how it will be used, as well as how it will be stored. They also give you total control over your data, including how it's used in

the future. How would this experience impact your relationship with the company, if at all?

wonmmm - O keteh + @ T

Source: https://contentketch.com/hubfs/MAGNA-Ketch-UM%20The%20Person%20Behind%20the%20Data%20-%20US%20Consumer%20Research%20Study %202022%20(1).pdf

13



ransparency done right

@) piscora Download  Nitro  Discover  Safety  Support  Blog  Careers
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< Back Privacy centre

Discord Privacy Hub.

PRIVACY HUB

Because privacy is an essential part of feeling safe.

Protecting your privacy at
realestate.com.au

Here's an at-a-glance summary of the key
parts of our data collection policies.

Our Privacy Principles

We created Discord to be a platform that brings people together over shared experiences and gives

What personal information we collect everyone a place to belong. We Discordin and
peopl For example, you can talk to friends
one-on-one, in small groups, things n large servers. Peopl
expectations of privacy in each space, you may be Pe g

‘Why we collect your personal information

on the space you're in. But no matter what, we build privacy into our products, and we will
always try to let you know what's happening where and when. Here are our guiding principles:

How we disclose your personal information

You're in control

How we protect your personal information

* Less data, more transparency

Your personal information rights \\
9 With data comes great responsibility

You're not the product

W
Our policies in full ’ 4 .
* We make money from subscriptions, not ads. That means we
Get all the details of how we collect and + ** O answer to you because we don't need to sell your data or attention

to meet our bottom line. So rest easy, knowing that on Discord,
what's yours is yours.

Are you visibly clear with ‘how’ Are you up front about how you What sort of value will | say ‘yes’ to
you intend to use data? make money from data? every single time?



Source — The Guardian “Why Your Data Matters” https://www.youtube.com/watch?v=P9-5vzbjxtQ



Control

@ REA Group




“| don’t contact the agent unless | need
information... once you get on a database
you almost can never get off it”

Source: REA Internal user research - Consumer enquiries opportunity spaces (Buyers/renters) July 2023, Owner/seller new value discovery (Sellers) - Feb 2024



“(They) put me into their newsletters and marketing
by default ... I'm giving you the details not to bloody
getting bombarded with your marketing emails”.

Source: REA Internal user research - Consumer enquiries opportunity spaces (Buyers/renters) July 2023, Owner/seller new value discovery (Sellers) - Feb 2024



Old thinking New thinking

Choicel

Choice 2

Choice 3

TERMS & CONDITIONS

Everything you would expect




Control done right

10:23 &« Data privacy (2] <
X Make an enquiry 2 Offers and Promos from Uber
HOW Linkedln uses your 4 Control personalised offers and promos
from Uber
Enter your details . data
- @ Settln! £% Datatracking
. .. BB Control data tracking for personalised ads
‘ Full name (required) Manage your data and activity - o
\ ' Ads on Uber Eats
[ 3 Control personalised ads you see in Eats
‘ Email address (required) a Accounty Get a copy of your data -
r.a AdsonRides
( )\ X L4 Control personalised ads you see on Rides
Phone number a Slgn in&: Search history -
p . Account security
Tellus a bit about you Personal demographic
Please select e . information -
® Visibility ! I 2. Account Deletion
Do you have finance pre-approval?
L Please select , Social, economic, and on >
Having finance pre-approval means you've gotten the thumbs (' Data prive workplace research How do we treat privacy at Uber?

up from you bank to start making offers

Check out Privacy Overview Page

| agree for my personal information to be
passed to the Agency and/or its authorised @ AdVertiSir
service provider. Check our REA Privacy
Centre for more details.

Who can reach you

Invitations to connect > s

A Notificati g

Send enquir i a2 £ & - 20 s
quiry Home My Network Pos Aa g -— - o
Home My Network Post Notifications Jobs 9 = c \

Where you collect data, Can |l access my data if | need to? Can | delete my data?
are you recording consent?



What now...

Change is coming. Start the conversation
Ensure your key partners about transparency
prioritise privacy and control
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Thank you

Scan the QR code and connect
with me on Linkedin.




